Open Banking: The Future of Banking
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Open banking refers to a practice where financial institutions make certain data and functionalities
available to approved third parties through APIs (Application Programming Interfaces). This allows
for the development of new financial products and services, as well as increased competition and
innovation in the banking industry. It also enables customers to more easily compare and switch
between financial products and services.

Open banking is typically regulated by governments to ensure the security and privacy of customer
data.
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Preface

The traditional banking model is no longer adequate to meet the demands of the customers that
are changing rapidly. To stay competitive in the digital age, banks must be adaptable enough to act
quickly on new opportunities and challenges. This is where Open Banking transformation comes
in.

According to an Ernst & Young (EY) article, Driven by technology, open banking has the potential
to disrupt the current banking practices. It will also compel traditional players to innovate and
upgrade to stay relevant.

e Open banking allows faster and more secure transactions anywhere in the world
e Open banking has the potential to become the go-to application to bolster India's
financial inclusion initiatives.

In this white paper, we'll look at the concept of Open Banking, how it can help create new business
avenues and the steps that a traditional bank needs to follow to transition to Open Banking. We
will also talk about the challenges of Open Banking and provide examples and case studies of
successful implementations across different regions. We also talk about the drivers and forces
behind the recent development.

We hope that this white paper will help banks that want to stay competitive in the digital age by
explaining the concepts of open banking and providing the implementation details.


https://www.ey.com/en_in/financial-services/open-banking-a-plethora-of-financial-opportunities
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l. Introduction

The term "Open Banking" refers to the use of APIs (Application Programming Interfaces) to share
financial data of their customers (after getting their consent) with trusted third-parties who then
develop and provide new financial products and services. Thus enabling secure interoperability.

Open banking is gaining popularity as the international economy develops because it enables
quicker, more secure transactions anywhere in the globe and gives customers more chances to
manage their accounts with the help of third parties.

Increasing consumer power and ensuring choice are two main goals. With more participants
entering the ecosystem to provide more specialized and pertinent financial products and services,
open banking should promote innovation in addition to placing consumers at the center of the
financial ecosystem.

The emergence of digital-only banks, also known as neobanks or challenger banks, is one of major
digital disruptions that is affecting the banking industry. These banks operate entirely online and
often have lower overhead costs than traditional banks, which allows them to offer more
competitive interest rates, fees, and other terms to customers. Additionally, digital-only banks
often use cutting-edge technology to make banking more convenient and user-friendly.

These banks are becoming increasingly popular among consumers, especially younger generations,
who are more comfortable with digital banking solutions.

Traditional banks also need to invest in technology and digital solutions to stay competitive with
the new digital-only banks. Through Open Banking, they are partnering with fintech companies to
offer digital banking services to their customers. This competition is leading to a better customer
experience and more innovative solutions for customers.

[I. Evolution Of Open Banking

The evolution of Open Banking has been a gradual process that has been shaped by a
combination of technological advancements, regulatory changes, and changing consumer
aspects.



Evolution of Open Banking

The concept of Open Banking
begins to emerge, driven by the
growing use of the internet and
mebile technologies in the financial

services industry.

Early 2000's

third-party provider

2013-15

2016

The UK's Competition and Markets
Authority (CMA) launches an
investigation into the retail banking
market, which leads to the creation of the
Open Banking Werking Group and the
development of the Open Banking
Standard.

The European Union's Payment
Services Directive (PSD2) is
adopted, which requires financial
institutions to open up their APIs to

The second wave of TPPs gain access to
customer's account and many financial
institutions start to offer open banking
services. It also becomes a global trend as

many countries start implementing open

banking regulations.

2018

2020-21

The Open Banking Implementation Entity
(OBIE) is established in the UK to oversee
the implementation of Open Banking. The
first version of the Open Banking
Standard is released, and the first wave of
third-party providers (TPP} gain access to
customer's account.

2022-23

More countries start to implement open
banking regulations and more financial
institutions start to offer open banking
services. Also, the usage of open banking
services becomes more prevalent and
customers start to use them in their daily
financial life.

Open Banking has been implemented in various forms across the world, with different levels of

adoption and maturity depending on the region. Some of the key regions where Open Banking has

been implemented include:

1.

Europe: The European Union's Payment Services Directive (PSD2) has been a major driver
of Open Banking in Europe. It requires financial institutions to open up their APIs to third-
party providers, and many countries in the EU have implemented regulations to comply
with PSD2.

United Kingdom: The UK has been one of the leaders in the implementation of Open
Banking. The Open Banking Working Group was established in the UK in 2016 to oversee
the implementation of Open Banking, and the Open Banking Implementation Entity (OBIE)
was established in 2018 to oversee the implementation of Open Banking.

Australia: The Australian government has implemented the Consumer Data Right (CDR),
which requires banks to open up their customer's data to authorized third-party providers.
It is being implemented in stages, with the banking sector being the first to implement it.

Singapore: The Monetary Authority of Singapore has been promoting the use of open APIs
in the financial sector through the API Exchange (APIX) platform, which enables financial
institutions to share data and services with third-party providers.

Canada: The Canadian government has been promoting the use of open banking through
the Financial Data and Technology Association (FDTA) and the Open Banking Standard of
Canada (OBSC). Banks are also starting to adopt open banking and some third-party
providers are also starting to operate in the country.

Other countries such as Mexico, Brazil, and India also have plans to implement Open Banking

regulations in the near future.



Open Banking World Map
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Pioneer - Heavily regulated Open Banking
Follower - Weaker regulated Open Banking
Riser - Weaker market standards
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Beginner - First Initiatives towards Open Banking

lll. Challenges with traditional banking

Banking services have a long history dating back to ancient civilizations, where money lending and

borrowing were common practices.

The Bank of Sweden was the first bank that was established in the world in 1656. It was created as
a result of a government initiative to create a more efficient system for managing Sweden's

finances.

In the 20th century, the banking industry underwent significant changes with the advent of new
technologies and regulatory reforms. The introduction of computers and the internet have greatly
increased the efficiency and accessibility of banking services

Traditional banking has several problems, including:
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Chile, Argentina, Kenya, Nigeria, South
Africa, New Zealand



/Lack of Competition \ /Limited Customer Choice \

Many traditional banks have a dominant Traditional banks often have limited
market position, which can lead to a lack options for financial products and services.
of competition and higher fees for Customers find it difficult to compare and
customers. There is less incentive for switch between them. Traditional banks
banks to lower their fees, improve their have not embraced new technologies,
services, or offer new products. Mergers which makes them less user-friendly as
and acquisitions among banks can also those offered by newer digital banks. This

Kcontribute to a lack of competition, as Iar_qe/ Qmits the choice of customers who prefer /
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Limited Access ack of transparency

Traditional banking systems may not Traditional banking systems makes it
provide access to financial services to difficult for customers to understand and
underbanked or unbanked individuals. manage financial data. These traditional
They have strict policies in place that banks do not share information with the
restricts them from providing financial customers on how their money is being
services to low-income groups, rural used or invested. These banks also
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Inflexible Financial Services

Traditional banking services can be
inflexible and not easily accessible. They
usually have a limited network of branches
and ATMs, which can make it difficult for
customers to access their accounts and
kperform transactions, particularly for those /

IV. Benefits of Open Banking

Open Banking is primarily focused on empowering consumers by giving them greater control over
their financial data and increasing choice in the financial ecosystem.

This system enables consumers to access their banking information through a variety of different
platforms and allows for the creation of more tailored and relevant financial products and services.
By putting the consumer at the center, open banking encourages innovation and competition in
the financial sector, with more players entering the ecosystem to create new and improved
financial products and services.

# From Banks Perspective From Customers Perspective

1 Improved customer experience: Open Improved access to financial services: Open
Banking allows customers to securely share [ Banking allows consumers to access a wider




# | From Banks Perspective

From Customers Perspective

their financial data with authorized third-
party providers, which enables them to
access a wider range of financial products
and services, such as budgeting tools,
comparison sites, and account aggregators.

range of financial products and services through
third-party providers. This can include budgeting
tools, comparison sites, account aggregators,
and other financial services that can help them
better manage their money.

2 Increased competition: Open Banking
enables new players to enter the financial
services market and offer innovative
products and services. This increased
competition can lead to better deals and
improved services for customers.

Greater control over financial data: With Open
Banking, consumers have more control over
their financial data and can choose which third-
party providers to share it with. This can give
them more transparency and better
understanding of their financial situation.

3 | Compliance with regulations: In some
regions, like the European Union, Open
Banking is being implemented as a result of
regulatory changes, such as the Payment
Services Directive (PSD2), which requires
financial institutions to open up their APIs to
third-party providers.

Personalization: Open Banking allows third-
party providers to use consumer's data to create
personalized financial services and products. This
can help consumers to make better financial
decisions and achieve their financial goals.

4 | Economic benefits: Open Banking can
improve the efficiency of the financial
system and promote economic growth by
making it easier for small and medium-sized
businesses

Interoperability: Open Banking allows
consumers to access their financial data and
financial services from multiple providers and
devices, which can help to improve the overall
customer experience.

5 Data Security: Open Banking allows
customers to have more control over their
data and to share it with trusted third-party
providers, which can help to reduce the risk
of fraud and financial crime.

Cost savings: Open Banking can help consumers
to find better deals and save money by allowing
them to easily compare and switch between
financial products and services.

V. Key practices of Open Banking

Open Banking works by using open APIs (Application Programming Interfaces) to enable third-party
providers to access and use customer financial data with their consent.

The key practices of open banking are:

1. API (Application Programming Interface) integration

This allows third-party providers to access financial data and perform transactions on behalf

of customers through a secure API.




Data sharing

This refers to the ability for customers to share their financial data with third-party
providers, such as account information and transaction history, with their consent.

Clear policies and procedures for managing data, including how it is collected, stored, and
accessed should be defined.

Compliance
PSD2 (Payment Services Directive 2) is a regulation that requires banks to provide third-
party providers with access to customer data and payments infrastructure,

Security and Data protection

Open banking requires robust security measures to protect customer data, including
encryption, multi-factor authentication, and regular security audits.

There should be measures in place to protect data from unauthorized access, breaches, and
other security threats.

Transparency
Open banking requires financial service providers to be transparent about their fees, terms,
and conditions, and to disclose any potential conflicts of interest.

Consent-based access
Open banking allows customers to control which financial data they share with third
parties, and the ability to revoke access at any time.

Data portability
Open banking allows customers to easily move their data between financial service
providers, which makes it easier to switch providers and compare products and services.

Interoperability

Open banking allows different systems and platforms to easily communicate with each
other, which can help to increase competition and innovation in the financial services
industry.



VI. Transforming to Open Banking

The process of transforming from traditional banking to open banking can be complex and
involve several steps. Here are some of the key considerations for traditional banks looking to
implement open banking:

1.

Understand the regulations: Banks need to understand the regulatory requirements for
open banking, such as PSD2, and ensure that their systems and processes are compliant.
Develop an API strategy: Banks need to develop a strategy for integrating their systems
with third-party providers through APIs, and ensure that the APIs are secure and meet
industry standards.

Invest in security and data protection: Banks need to invest in robust security measures
to protect customer data, including encryption, multi-factor authentication, and regular
security audits.

Prepare for data sharing: Banks need to be prepared to share customer data with third-
party providers, and ensure that customers are fully informed and give their consent
before sharing any data.

Be transparent: Banks need to be transparent about their fees, terms, and conditions, and
disclose any potential conflicts of interest.

Encourage interoperability: Banks need to encourage interoperability between different
systems and platforms, which can help to increase competition and innovation in the
financial services industry.

Re-evaluate and redesign business processes: Banks will have to re-evaluate and redesign
their existing business processes to align with the new open banking model.

Customer education: Banks will have to educate their customers about the benefits and
potential risks of open banking and how it works.

VII. Governance, security and compliance in Open Banking

1.

Governance: Open Banking requires a clear and comprehensive governance framework to
ensure that all parties involved in the ecosystem are aware of their roles and
responsibilities, and that the ecosystem is functioning as intended. This includes clear
guidelines for access and usage of data, dispute resolution mechanisms, and oversight of
the ecosystem.

Security: Open Banking requires robust security measures to protect sensitive financial data
from breaches and fraud. This includes measures such as encryption, multi-factor
authentication, and secure data storage. Financial institutions and third-party providers
must also ensure that their systems are resilient to attacks, and that they have incident
management procedures in place to respond to security incidents.



o Data Sandbox: Some financial institutions or regulators may create a sandbox
environment for third-party providers to test and experiment with open banking
services before going live.

3. Compliance: Open Banking involves adhering to a complex set of regulations, such as the
EU's Revised Payment Service Directive (PSD2) and the UK's Open Banking Standard.
Financial institutions and third-party providers must ensure that they comply with these
regulations, which include requirements for data protection, consumer protection, and
reporting of security incidents.

VIIl. Why Traditional Banks still Reluctant to Adopt Open Banking

Many traditional banks are reluctant to adopt Open Banking because of a number of reasons
ranging from security concerns to loss of control to costs and regulatory compliance.
Some of their major concerns are:

1.  Security concerns: One of the main concerns of traditional banks is the potential security
risks associated with Open Banking, as it involves the sharing of sensitive financial data with
third-party providers. Banks may be reluctant to open up their systems to external parties
if they are not confident that their systems are secure enough to protect customer data.

2. Loss of control: Banks may be concerned about losing control over their customer
relationships if they open up their systems to third-party providers. They may also be
worried about losing their competitive advantage if they are forced to share their data with
competitors.

3. Costs: The implementation of Open Banking can be costly, as it requires financial
institutions to invest in new technologies and infrastructure to enable the sharing of data
with third-party providers. Banks may be reluctant to make these investments if they are
not convinced that the benefits of Open Banking outweigh the costs.

4. Regulation: Banks may be concerned about regulatory compliance if they implement Open
Banking. They may be worried about the potential fines and penalties if they fail to comply
with regulations related to data protection and security.

5. Lack of understanding: Some traditional banks may not fully understand the concept of
Open Banking, the opportunities it brings and the benefits it can bring to their business.
This can lead to reluctance in implementing it.

It is important for banks to understand that open banking is not just a regulatory compliance, but
it can also bring many benefits such as new revenue streams, better customer experience and
increase in competition.



Consumer Fears

Consumers’ biggest concerns about the open banking concept
Which of the following aspects would concern you the most regarding this?

Identity theft

69%

Use of data for purposes other than what | gave consent to
60%

Sharing data with other parties without consent
59%

Have my financial information shared with others

58

Targeted with unwanted offers
51%

Not knowing who to talk to if something negative to occur

Loss of founds

Making decisions based on inaccurate data

Payment error

Deloitte Insights | deloitte.com/insights

IX. Examples and Case Studies

1. Across the World

UK-based fintech start-up, Bud - Bud has developed a platform that connects customers
with a range of financial products and services, such as savings accounts, credit cards, and
mortgages, using data from various financial institutions. By using PSD2-enabled APIs, Bud
is able to access customers' account information and transaction history, which allows them
to provide personalized financial advice and recommendations.

BBVA, a Spanish bank, is another example of a financial institution that has embraced Open
Banking. The bank has developed its own API platform, which allows third-party developers
to access its customer data and build new services and products. BBVA has also partnered
with a number of fintech companies to develop new products and services, such as a digital
mortgage application process and a personal financial management tool.



o The Australian government's Consumer Data Right (CDR) initiative is a case study on Open
Banking. The CDR requires large banks and other data holders to share certain consumer
data with accredited third-party providers, enabling them to create new products and
services. This initiative is a step towards a more open banking ecosystem in Australia and
aims to empower consumers to take control of their data and make better-informed
decisions.

2. India

RBI’s Stand on Open Banking

The Reserve Bank of India (RBI) has been working on a framework for open banking in India, and
in 2019 released guidelines for the implementation of the same.

The guidelines stipulate that all regulated entities, including banks and non-bank entities, must
comply with the framework and use APIs to provide access to customer data and services.

Several Indian banks have already begun implementing open banking, including HDFC Bank, ICICI
Bank, and Kotak Mahindra Bank. These banks have launched APIs that allow for the integration of
their services with third-party apps and websites.

Open banking Case Study - UPI

One example of Open Banking in India is the implementation of the Unified Payments Interface
(UPI) by the National Payments Corporation of India (NPCI).

UPI is a real-time payment system that enables customers to make and receive payments, and
transfer money between different banks using a single identifier, such as a mobile number or
virtual payment address.

This allows Third-Party providers (TPPs) to access customers' account information and transaction
history and use this data to develop new services and products, such as account aggregation,
budgeting tools, and comparison services.

In addition, UPI allows customers to check their account balance, view transaction history, and
initiate transactions such as bill payments and money transfers directly from their mobile devices.
This makes banking more convenient and accessible for customers, and allows for the creation of
new financial products and services.

3. Open Banking at GloballLogic

GlobalLogic India

Globallogic India - The Banking and Financial Services (BFS) group of Globallogic is working on
creating an Open Banking Accelerator utilizing the best practices for security, compliance and
standards for financial institutions embracing Open Banking.



The initial APIs that would be supported by the accelerator are:

Proposed APIs

AF1 calegory Funclienality End paind Busingss case
Get Acoourls L{;ﬁ;:;g Eﬁ;ﬂlt account nformation such &s account number, account
Account Data To provide access to basic acoount LRI It;l?::l ':scl;uﬁ;aIlii;ﬁczﬁr[-gr:';?;nl:fnm eron e sssomsted sddress
detaits as well ransaclion infarmation Get Mini Statement to gat datalls of last 10 ransactions
Get Account Statement ta abiain a transaction history for 2 specific account id
Get Account Available Balance to get back the available balance and current balance
Execute Paymeant to axecute a paymant betwaan two back accounts
Delete Payment to cancel a paymeant
Payments ;r:ki"gr;gg'ﬁ;?;?;g:;ﬁ? to Get Payment Details to get the transaction details of & payment already executed
¥ app Gat Payment Status to get the status of a payment already exsculed (e
- COMPLETED/REJECTEDVPENDING)
Check Funds Avallability to check for the avalkability of certain funds for a specific payment
ATM Locator Lo gel locations and delais of all ATM: of a bank
Branch Locator to get locations and details of all branches of 2 bank
Fllinfo To provide Fls detgils Get Products to get locations and detals of all products of & bank
Get Relationship Manager ::?:;:ftalls of the relationship manager associated with a specifc
Git Senices to get detalls of senvices oferad by the specied FI
Update Infa to wiew and update basic customer Information like name, malling
address, emal adoress and pnong numbers:
Customer To facilitate registeration and Conduct KYC to geta customers onboarding done
Onboarding mainlainence of cuslomer data Craals Account & gal a new bank account craalad
Gal Info 1o wiew basic customer imformaton Bke name, mailing address, email
address and phone numbers
Get Portfalio la gel complele partfolio delails of 8 customer within an Al

GlobalLogic Argentina

Banco de Crédito del Peru (BCI) is the largest bank and the largest supplier of integrated financial
services in Perd with approximately USS39 billion in total assets and a market share of 30.4%.
GloballLogic implemented open banking in BCl working in two specific areas, APIs products and the
AP| Developer Portal. All the implementation was done with the assessment of Innopay, a company
specialized in digital transactions and open banking.

BCI (Consulting firm) has explored ramping up its strategic initiative to improve the developer
experience and functional API.
Value Additions:
e Understand baseline position in the market vs, select peer banks
Understand differentiating features of select, leading market players
Optimize Developer Portal design, user experience and community engagement for
maximum impact
e Build and optimize APl roadmap based on market view



Developer Portal Capability Model

@
- PaymentAPis
3
@ Pay (t g thod: c Identity Bank (product) information Developer information
g e z * Retrieve customer details (incl « Info on personal & home loans * na
° user info, address, age) Bank product origination Added functionalities
° Customer functionalities + Personal & home simulations (?) * Webhook/notification
- + Customer verification AP (i.e (Generic) bank capabilities management
o Account information customer identification for * n/a

+ Transaction history, balances, onboarding purposes) Other bank APls

accounts, product offers, [ functi « Economic indicators
Account functionalities + Mortgage widget

* na

v Basic division between business & technical
documentation

¥ Availability of core technical documentation
components (e.g. inputioutput parameters &
descriptions)

Developer experience

¥ Guidance on 'getting started’ & 'how to call APIs’

v Fast/intuitive registration capabilities

v App management capabilities incl. app analytics

v Availability of basic sandbox capabilities & tools
for testing (e.g. redirect simulation)

Heatmap results describe scoring on the core components of the Developer Portal

Dark red indicates being a "laggard’ (or no offering at all
complete Open Banking Monitor)

Source: INNOPAY analysis

Capability
) va. dark gr indicating ‘best in class’ (iLe. best performing bank out of

10 Strategic Open Banking Exchange. December 2021. © INNOPAY BV. All rights reserved.

X. Conclusion

¥ Availability of support through email & FAQ
¥ Partner program application
¥ GitHub repository with API-Connect client

Lagoers RO 4+ W

INNOPAY

Bostin
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Open Banking presents a range of opportunities for financial institutions (FIs) and consumers.
It has the potential to drive innovation and competition in the financial services industry, while
providing consumers with more choice and control over their financial data.

Additionally, it opens up new revenue streams for Fls by working with third-party providers (TPPs).

According to a report by Allied Market Research, the global open banking market was valued at

USD 20.06 billion in 2022 and is projected to reach USD 123.7 billion by 2031.


https://www.alliedmarketresearch.com/open-banking-market
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However, implementing Open Banking is not without its challenges.

Financial institutions must navigate a complex set of regulations such as the EU's Revised Payment
Service Directive (PSD2) and the UK's Open Banking Standard, as well as address security,
compliance, and integration challenges.

To successfully implement Open Banking, Fls must have a comprehensive strategy in place,
including identifying which services to offer, which partners to work with, and investing in
technology, compliance, and building trust with customers.

As the Open Banking ecosystem is constantly evolving, it is important for Fls to keep abreast of the
latest developments and adjust their strategy accordingly to stay competitive.
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