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INtroduction

Data loss prevention (DLP) is an approach that helps protect your organization’s sensitive data. It restricts
end users from moving valuable information outside the business network.

We know that data is very important for any organization. It's challenging for any organization to protect
their data from unauthorized access, misuse of personally identifiable information (Pll) covered by
regulations like GDPR and HIPFA, theft of confidential information, and other outside threats that are
increasing daily. DLP implementation restricts end users from accidentally or unknowingly sharing data
that could put the organization at risk. DLP software monitors and controls end user activities, filters data
streams on networks, and monitors data to protect data at rest, in motion, and in use.

Defining Data Loss Prevention

Data Loss Prevention has been defined in the following ways:

‘Data loss prevention is a set of tools and processes used to ensure that sensitive data is not lost,
misused, or accessed by unauthorized users.”

"Data loss prevention is a strateqy for making sure that end users do not send sensitive or critical
information outside the corporate network.”

"Data loss prevention is the practice of detecting and preventing data breaches, exfiltration, or unwanted
destruction of sensitive data.”

“The DLP term refers to defending organizations against both data loss and data leakage... Data 10ss
refers to an event in which important data is lost to the enterprise, such as in a ransomware attack. Data
loss prevention focuses on preventing the illicit transfer of data outside organizational boundaries.”

In the 2017 Gartner Magic Quadrant for Enterprise DLP, Gartner estimates the following:

By 2022, 60% of organizations will involve line-of-business owners when crafting their DLP strategy,
up from 15% today

By 2020, 85% of organizations will implement at least one form of integrated DLP, up from 50% today

By 2022, a majority of DLP market revenue will be driven by integrated DLP products, as opposed to
enterprise DLP systems
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https://digitalguardian.com/blog/what-data-loss-prevention-dlp-definition-data-loss-prevention
https://ctpl.co.in/data-loss-prevention#:~:text=Data%20loss%20prevention%20(DLP)%20is,information%20outside%20the%20corporate%20network.&text=Adoption%20of%20DLP%20is%20being,data%20protection%20or%20access%20components.
https://www.imperva.com/learn/data-security/data-loss-prevention-dlp/
https://www.imperva.com/learn/data-security/data-loss-prevention-dlp/#:~:text=The%20DLP%20term%20refers%20to,as%20in%20a%20ransomware%20attack.&text=Protect%20Personally%20Identifiable%20Information%20(PII)%20and%20comply%20with%20relevant%20regulations
http://databorder.com/assets/resources/DLP-Market-Coverage/Gartner%20Magic%20Quadrant%20for%20Enterprise%20Data%20Loss%20Prevention%202017.pdf

Data breaches can result in the 1oss of sensitive business information that may affect an organization’s
reputation, resulting in financial loss and the possibility the organization may face lawsuits. Organizations
that have faced breaches know the importance of data protection.

Data can be leaked from any computing device, including physical and virtual servers, databases, end-
user equipment, storage devices, and mobile devices. There are multiple reasons your organization
requires data loss prevention. | will list some of these below.

Not all data loss is the result of external, malicious attacks. The unknowing disclosure or mishandling of
confidential data by employees is also a significant factor.

It is difficult to identify if someone is using his or her valid access to data for the wrong purposes. For that
reason, insider threats can be difficult to prevent. DLP can detect files containing confidential information
and restrict them from leaving via the network.

It can block sensitive data transfers to USB drives and other removable media and offers the ability to
apply policies that safeguard data on a case-by-case basis.

The mission of cyber thieves is to destroy and disrupt data or information, and they always target sensitive
information. Attackers can acquire access to sensitive information by phishing, malware, or code injection.
We have discovered Trojan horses, worms, viruses, and more.

Spear phishing is the latest method of getting into a business. Spear phishing is a way of creating emails
that appear to be from a familiar sender. The email is personalized in such a convincing way that the
receiver does not hesitate to open the message and the contaminated attachment.

DLP software and tools provide [T and security teams with a 360-degree view of the location, flow, and
usage of data across the organization. They check network actions against your organization’s security
policies and allow you to protect and control sensitive information, including customer data, personally
identifiable information (Pll), financial data, and intellectual information.

With a detailed understanding of this data, your organization can set up policies to protect itself and make
risk-oriented decisions about the assets that need to be protected and at what cost.
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Data breaches can result in the loss of sensitive business information that may affect an organization’s
reputation, resulting in financial loss and the possibility the organization may face lawsuits. Organizations
that have faced breaches know the importance of data protection.

Data can be leaked from any computing device, including physical and virtual servers, databases, end-
user equipment, storage devices, and mobile devices. There are multiple reasons your organization
requires data loss prevention. | will list some of these below.

Many data leaks happen because employees lose sensitive data in public, use the open intermet, or fail to
restrict access per organizational policies.

Some employees deliberately steal data as a form of revenge for perceived negative treatment, for
personal profit, or for no other reason than to simply harm the business.

Employees use company computers, mobile devices, or digital equipment to shop, email, and browse
the Web. Users are on social media with business and personal email addresses, and they often work in
unsecured environments,

DLP software and tools monitor all endpoint activity on a corporate network. They can block or restrict
emails or attachments that contain confidential data, apply policies on removable media devices such
as USB thumb drives, and even restrict common computer activities such as printing, copying, and
pasting. DLP provides complete data visibility and control, ensuring that employees, third-party vendors,
contractors, and partners are prevented from leaking organization data, whether intentional or not.

Data has become one of the most valuable and vulnerable assets in an organization. Security needs
to shift towards a data-centric approach, involving a switch from securing networks, applications, and
endpoints to identifying, controlling, and securing data.
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Data loss prevention software detects data breaches and continuously monitors sensitive information to
block it from going outside a network. The main feature of DLP solutions is distribution control to ensure
employees do not send sensitive information outside business networks. Network admins set up the
business rules and procedures that define who can view, change, and share data.

There are many DLP tools available in the market to protect your data. You can choose a tool as per your
needs. Gartner ranks the following tools based on customer’s choices in 2020:

1. Symantec DLP

2. McAfee DLP

3. Forcepoint DLP

4. Endpoint Protector
5. Digital Guardian DLP
6. Spirion

7. Safetica DLP

8. InfoWatch DLP

9. GIB Technologies DLP
10. Fidelis Network

Zero-Touch Test Automation Enabling Continuous Testing @




Data loss prevention solutions aim to prevent sensitive data and confidential information from being
stored, used, or transferred insecurely. Organizations can set specific rules at a very low level for data
access and movement. The protection of sensitive data at rest, in transit, and at endpoints can reduce
data theft or unauthorized access.

DLP solutions require continuous training, education, and monitoring. DLP is an investment in loss
protection and risk management, now and into the future. It requires corporate awareness of data loss
challenges and understanding of the need for preventive measures.

Sushil Goyal received the MCA degree in computer applications from Guru Jambheshwar University of
Science and Technology in 2008. He has been working as a consultant engineer at GloballLogic since
2015, His primary areas of interest are data warehousing, data integration, data analysis, and data
security.

What is Data L oss Prevention (DLP) | Data | eakage Mitigation
DAG Tech - Business IT Support & [T Services, Cloud Solutions, vCTO
Data L oss Prevention Solutions (DLP) Reviews 2021

Gartner Magic Quadrant for Enterprise Data Loss Prevention 2017
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https://www.imperva.com/learn/data-security/data-loss-prevention-dlp/
https://www.dagtech.com/it-services/technology-assurance/data-loss-prevention-dlp/
https://www.gartner.com/reviews/market/enterprise-data-loss-prevention
http://databorder.com/assets/resources/DLP-Market-Coverage/Gartner%20Magic%20Quadrant%20for%20Enterprise%20Data%20Loss%20Prevention%202017.pdf

GloballLogic, a Hitachi Group Company, is a leader in digital product engineering. We help our clients
design and build innovative products, platforms, and digital experiences for the modem world. By
integrating our strategic design, complex engineering, and vertical industry expertise with Hitachi's
Operating Technology and Information Technology capabilities, we help our clients imagine what's
possible and accelerate their transition into tomorrow’s digital businesses. Headquartered in Silicon
Valley, GlobalLogic operates design studios and engineering centers around the world, extending
our deep expertise to customers in the automotive, communications, financial services, healthcare
& life sciences, media and entertainment, manufacturing, semiconductor, and technology industries.

www.globallogic.com
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